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Introduction
As vehicles move toward becoming self-driving, their passengers will be looking for modern entertainment solutions to
fill their time while travelling. This will involve some central media system distributing content to various screens
around the vehicle and will require a networking solution that provides enough bandwidth while also fulfilling the strict
quality and reliability demands of the automotive industry. However, with drivetrains moving from internal combustion
to electric, such solutions will also need to contribute to both power-saving and weight reduction targets. Today’s cable
looms are in the top three for both weight and cost contributors in the vehicle, so any solutions need to help reduce
both of these factors.
Advanced driver assistance systems (ADAS) and, in future, autonomous driving solutions, will also require huge
quantities of real-time data from sensors, such as LiDAR and cameras, in order to process the environment around the
vehicle. Not only is such data time critical, it could be safety critical too. In the past decade there have been a range of
solutions introduced to handle the transport of large quantities of data, or to provide reliable data transport, to meet
these needs. However, price, topology, bandwidth, and other limitations hinder the ability for any one of these
networking technologies to grow to meet these demands, meaning that none of the existing automotive networks can
provide a one-size-fits-all solution.
Ethernet has been in consideration as an alternative for a long time, but was never designed with the needs of a vehicle
in mind. However, over the past years, the industry and standards organisations have worked together to develop
features that support time-sensitive networking, traffic shaping, and time synchronisation across the network.

Putting cable harnesses on a diet
The cable harness in today’s vehicles lies somewhere between 20 kg and 30 kg in weight, a significant contributor to
both the weight and cost of the vehicle1. Features such as reverse parking cameras require dedicated cabling from the
camera to the responsible electronics control unit (ECU) as there is no suitable alternative bus over which to share such
data. As a result, the onus currently lies with cable manufacturers to find innovative ways to reduce cable harness
weight, such as by moving from copper to high-strength aluminium alloy. This, however, only kicks the issue further
down the road. The harsh reality is that technology is available that allows a lot of the information currently shared
across multiple cables to be passed down a single high-speed twisted-pair connection.
The concept of networking within the vehicle is nothing new and today there are a range different networks integrated
in vehicles. These include:
•

LIN – a single wire serial bus capable of transferring data at 19,200 baud. All connected nodes share the
available bandwidth, with the bus operating in single master, multiple slave topology. This low-cost solution
makes it ideal for interfacing with body electronics such as wing-mirrors, powered seats, and ambient lighting.

•

CAN and CAN-FD – this two-wire network was introduced in the mid 1980s, having been developed by Bosch. It
has been officially standardised by the International Organization for Standardization (ISO) and, with the
introduction of CAN-FD, has improved the data transfer rate by about 30 times, while reducing latency and
improving error detection. Data transfer rates still lie under 4Mbps.

Copyright 2019 © TOSHIBA ELECTRONICS EUROPE GMBH, All Rights Reserved.

Whitepaper

•

FlexRay – this deterministic and failure tolerant bus was introduced in around 2005 and provides data rates of
around 10 Mbit/s. It targets safety-critical, high-performance powertrain applications including drive-by-wire,
active suspension, and adaptive cruise control. It can be implemented using a single twisted pair, while a dual
twisted pair implementation can provide extra bandwidth and/or fault tolerance. Topologies include star,
multi-drop and hybrids thereof.

•

MOST (Media Oriented Systems Transport) – as the name implies, this network was designed with the
transport of audio and video in mind. Utilising fibre-optic or electrical conductors it is usually implemented in a
ring or daisy-chain topology and operates at up to 150 Mbits/s. This bandwidth is, however, distributed across
the attached devices.

•

LVDS (Low Voltage Differential Signalling) – there are a range of proprietary LVDS protocols supporting the
transport of video information from cameras, such as in reverse parking applications, or audio. These are often
point-to-point or multi-drop solutions that do not have the flexibility to grow outside their application sweetspot.

Automotive Ethernet is designed to tackle all the applications of the higher-bandwidth bus systems, while ensuring their
unique features, such as guaranteed latency and/or bandwidth, are also covered.

A first look at Automotive Ethernet
Ethernet as used in office buildings and our homes is not suitable for use within the vehicle without some significant
modifications, mostly in the lowest three layers of the OSI model. A typical CAT5e cable consists of a shielded collection
of 8 wires twisted into 4 pairs, of which two pairs are used for uni-directional data transfer in 100BASE-T. In order to
meet the weight goals of automotive, this needs to be reduced to a single pair without shielding. In turn, the signalling
needs to be adapted to ensure that electromagnetic interference (EMI) limits can also be met, while ensuring that
induced noise does not negatively impact the integrity of the data transferred across the bus.
The 100 Mbits/s automotive version of Ethernet is named 100BASE-T1 and is covered by the IEEE 802.3bw standard. It
makes use of a PAM-3, 3-level signal with a data rate of 66.67 Msymbols/s. Full-duplex data transfer over the single
twisted pair can reach 15m, or 40m for a shielded twisted pair. 1000BASE-T1 is also supported, covered by the IEEE
802.3bp standard with the same cable length restrictions.
Several further standards define other aspects that ensure Ethernet within the vehicle provides the functionality
required. They can be broadly grouped into Audio Video Bridging (AVB), Time Sensitive Networking (TSN), and other
supporting standards. These include:
•

AVB – these standards ensure that audio and video data arrive at their destination according to defined
latencies and by reserving the necessary network resource. This is necessary for situations where there are
multiple audio sinks, such as loudspeakers, and video sinks, such as LCD displays, that must output the same
media synchronously, such as the playback of a film from a single source.
o

IEEE 802.1Qav – Queuing and Forwarding for Audio/Video (AV) Bridges – this essentially defines the
rules that ensure AV streams pass through the network within the defined time constraint. It is
responsible for shaping the traffic, ensuring that the network is not overwhelmed by bursts of traffic.
This is implemented at layer 2 of the OSI model.

o

IEEE 802.1Qat – Stream Reservation – this provides a mechanism to reserve the end-to-end resource
necessary to support the transfer of a data stream and guarantee Quality of Service (QoS). This is
implemented at layer 2 of the OSI model.
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•

•

o

IEEE 802.1AS – Timing and Synchronisation for Time-Sensitive Applications – this mechanism shares
synchronisation data between a grandmaster network node and all other nodes to ensure a common
base reference clock. This is used to ensure a common time base for input sampling and playback.
This standard is a subset of IEEE 1588.

o

IEEE 1722 packets – this defines procedures that compensate for the worst-case transport delay to
determine a presentation time. This is used in the case of an AVB talker (audio playback) whose data
is to be output by several AVB listeners (multiple loudspeakers). The media stream data is distributed
together with a presentation time for the data as defined in the 802.1AS layer.

TSN – although latency and bandwidth reservation are core concepts within the AVB standards listed above,
there are other use cases where even shorter latencies with high availability are required, such as closed loop
control over Ethernet. The TSN Task Group took over and renamed the AVB Task Group to focus on these
goals. The following standards belong to this effort:
o

IEEE 802.1 Qbv-2015 – this standard provides further enhancements to ensure end-to-end latencies
for applications by blocking low priority traffic during defined time windows. This is to support
applications such as closed loop control over Ethernet through the use of a time-aware scheduler.

o

IEEE 802.3Qbr-2016 – this specification focuses on Interspersing Express Traffic (IET) by reducing the
latency of certain traffic in a mixed traffic environment, such as by intercepting long, low priority
traffic.

o

IEEE 802.1Qbu-2016 – this standard defines the pre-emption methodologies in OSI model layer 2 that
enables IET.

IEEE 802.3az-2010 – Energy Efficient Ethernet (EEE) – during operation, or while the vehicle is parked, there may
be little to no need to transfer data across the network. For such moments this standard provides a
mechanism whereby the data link, and the associated hardware node, can be put into standby, leaving the
receive circuitry active to receive a wake-up message.

Ethernet AVB applications within the vehicle
Perhaps the first application in the vehicle for Ethernet will for replacing the existing Infotainment networks. The initial
efforts of the AVB Task Group were, after all, focused on supporting this type of application. The 100BASE-T1
implementation provides enough bandwidth to support surround-sound audio, multiple video streams and multiple
microphone inputs for active noise reduction (Figure 1).
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Figure 1 – Infotainment solutions could move away from a ring-based MOST network to switched network based
upon Automotive Ethernet.
ADAS is another area that could quickly benefit too. Multiple cameras coupled with data from LiDAR and radar sensors
linked to a domain ECU could utilise both the AVB and TSN features (Figure 2).

Figure 2 – Potential approach for ADAS and, in future, autonomous driving using Automotive Ethernet.

Over time, it is likely that all domain ECUs will feature an Ethernet port, making use of other automotive bus systems
within their domain. For example, body electronics will likely still use LIN and the variants of CAN, although some
aspects of the safety and powertrain domains may move to Ethernet. The backbone architecture linking these domain
ECUs together will likely use 1000BASE-T1 due to the high bandwidth data requirements required between the
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domains, while various topologies, such as a daisy-chain or a meshed redundant approach, could be used to ensure
redundancy (Figure 3).

Figure 3 – Implementing backbone redundancy using Automotive Ethernet; above, a daisy-chain implementation
and, below, a fully meshed redundant backbone.

Implementing Ethernet AVB in the vehicle
Many of the large system-on-a-chip (SoC) solutions used in automotive do not feature the Automotive Ethernet
interface required to use this technology. Furthermore, when reviewing the target applications, there are many where a
large SoC, or even a smaller proportioned microcontroller coupled with an Automotive Ethernet capable device, will
result in a solution that is too large or expensive. With this in mind, Toshiba have released the second generation of their
automotive Ethernet AVB/TSN bridge IC, the TC9562.
To support large SoCs, the device can be connected to a PCI express (PCIe) interface. This peripheral has its own voltage
island to support L1 low-power mode when required. The Ethernet MAC supports all of the AVB and TSN standards
described earlier, and includes inputs and outputs to support the generalised Precision Time Protocol (gPTP). In
applications transferring large quantities of data, 6 channels of DMA are available for transferring data directly into the
SRAM memory of the host SoC via PCIe. This can also be automatically filtered based upon the IP address of the data
received, with the data from one IP address being transferred into one memory location, and data from a second source
being transferred to another (Figure 4).
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Figure 4 – The TC9562 can, via DMA, transfer the data from specific devices directly into the DRAM of the host
SoC, without the SoC’s processor needing to intervene.
The Ethernet MAC also supports all common media-independent interfaces (MII) including reduced gigabit (RGMII) and
serial gigabit (SGMII). Additionally, the eMAC also has its own always-on voltage islands to support sleeps modes, with
support for wake-detection on the detection of Magic packets, or the generation of wake-up packets based upon the
specific pattern of incoming packets.
In addition to common serial interfaces, such as the two UARTs, I2C and SPI, a QSPI peripheral provides an interface for
booting the device. The TDM/I2S interface provides a full-duplex TDM port with support for multi stream operating as a
clock master (TDM/I2S) or clock slave (TDM only) supporting 24-bit audio at up to 192 kHz.
At the centre of the TC9562 is an integrated ARM® Cortex®-M3 core that provides developers with the flexibility to define
how the system is controlled and managed. Operating at up to 187.5 MHz, and with access to up to 320 KB of memory,
the TC9562 can even be used as a stand-alone Ethernet node in some applications, such as connected audio amplifiers,
audio systems and interfaces to wireless modems (Figure 5).
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Figure 5 – Block diagram of the TC9562 showing the wide range of peripherals, Automotive Ethernet MAC, and
ARM Cortex-M3 processing core.

Approaching automotive audio applications with Ethernet AVB
The implementation of an audio system as part of the vehicle’s Infotainment is significantly simplified through the use
of the TC9562. At the head-unit end, the device operates as a bridge to Automotive Ethernet for a PCIe-enabled SoC and
the media stream talker. However, the TC9562 can also be used stand-alone device, together with a digital-to-analogue
converter (DAC) and power amplifier for audio output, and analogue-to-digital converter (ADC) for microphone inputs
(Figure 6).

Figure 6 – The TC9562 can be used to implement a full audio node as part of an Infotainment system, including
audio output, and a microphone input for the implementation of noise cancellation.
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Further elements can be added to the network using a similar approach, such as telematics unit featuring an LTE/4G
wireless connectivity module together with the TC9562.

Summary
With the introduction of ever more ADAS features into vehicles, and autonomous driving on the horizon, the automotive
industry needs to coalesce around a flexible, high-speed bus that provides low-latency, high-reliability and supports
bandwidth reservation. The existing in-vehicle networking technologies have all been designed to tackle a specific
application space, and each fulfils their role admirably. However, none of them can scale up to the future needs of the
automotive industry.
With its ubiquity and a wealth of knowledge, experience and software available, Ethernet, attuned to the needs of
automotive applications, is the natural way forward. Its twisted pair wiring is both simple to accommodate in the wiring
harness, while being lightweight, contributing to both weight reduction and a reduction in manufacturing complexity
and cost. However, the uptake of the interface will struggle if the total price-point per node exceeds existing
technologies, especially in relatively simple applications such as audio and telematics. The TC9562 tackles this
challenge in two ways. By providing developers a programmable solution that can execute its own application using the
integrated processing core, end nodes for audio functionality can be implemented without needing to resort to an
additional processing unit. For more complex applications the device can either be used standalone as a PCIe
peripheral, or the integrated processing core can be used to complement powerful SoCs, accelerating some data
transfer activities, to provide optimal Automotive Ethernet AVB/TSN functionality.
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Restrictions On Product Use
Toshiba Corporation and its subsidiaries and affiliates are collectively referred to as “TOSHIBA”.
Hardware, software and systems described in this document are collectively referred to as “Product”.
• TOSHIBA reserves the right to make changes to the information in this document and related Product without notice.
•

This document and any information herein may not be reproduced without prior written permission from TOSHIBA. Even with
TOSHIBA’s written permission, reproduction is permissible only if reproduction is without alteration/omission.

•

Though TOSHIBA works continually to improve Product's quality and reliability, Product can malfunction or fail. Customers are
responsible for complying with safety standards and for providing adequate designs and safeguards for their hardware, software
and systems which minimize risk and avoid situations in which a malfunction or failure of Product could cause loss of human life,
bodily injury or damage to property, including data loss or corruption. Before customers use the Product, create designs
including the Product, or incorporate the Product into their own applications, customers must also refer to and comply with (a)
the latest versions of all relevant TOSHIBA information, including without limitation, this document, the specifications, the data
sheets and application notes for Product and the precautions and conditions set forth in the "TOSHIBA Semiconductor Reliability
Handbook" and (b) the instructions for the application with which the Product will be used with or for. Customers are solely
responsible for all aspects of their own product design or applications, including but not limited to (a) determining the
appropriateness of the use of this Product in such design or applications; (b) evaluating and determining the applicability of any
information contained in this document, or in charts, diagrams, programs, algorithms, sample application circuits, or any other
referenced documents; and (c) validating all operating parameters for such designs and applications. TOSHIBA ASSUMES NO
LIABILITY FOR CUSTOMERS' PRODUCT DESIGN OR APPLICATIONS.

•

PRODUCT IS NEITHER INTENDED NOR WARRANTED FOR USE IN EQUIPMENTS OR SYSTEMS THAT REQUIRE
EXTRAORDINARILY HIGH LEVELS OF QUALITY AND/OR RELIABILITY, AND/OR A MALFUNCTION OR FAILURE OF WHICH MAY
CAUSE LOSS OF HUMAN LIFE, BODILY INJURY, SERIOUS PROPERTY DAMAGE AND/OR SERIOUS PUBLIC IMPACT
("UNINTENDED USE"). Except for specific applications as expressly stated in this document, Unintended Use includes, without
limitation, equipment used in nuclear facilities, equipment used in the aerospace industry, lifesaving and/or life supporting
medical equipment, equipment used for automobiles, trains, ships and other transportation, traffic signalling equipment,
equipment used to control combustions or explosions, safety devices, elevators and escalators, and devices related to power
plant. IF YOU USE PRODUCT FOR UNINTENDED USE, TOSHIBA ASSUMES NO LIABILITY FOR PRODUCT. For details, please
contact your TOSHIBA sales representative or contact as via our website.

•

Do not disassemble, analyze, reverse-engineer, alter, modify, translate or copy Product, whether in whole or in part.

•

Product shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under
any applicable laws or regulations.

•

The information contained herein is presented only as guidance for Product use. No responsibility is assumed by TOSHIBA for
any infringement of patents or any other intellectual property rights of third parties that may result from the use of Product. No
license to any intellectual property right is granted by this document, whether express or implied, by estoppel or otherwise.

•

ABSENT A WRITTEN SIGNED AGREEMENT, EXCEPT AS PROVIDED IN THE RELEVANT TERMS AND CONDITIONS OF SALE FOR
PRODUCT, AND TO THE MAXIMUM EXTENT ALLOWABLE BY LAW, TOSHIBA (1) ASSUMES NO LIABILITY WHATSOEVER,
INCLUDING WITHOUT LIMITATION, INDIRECT, CONSEQUENTIAL, SPECIAL, OR INCIDENTAL DAMAGES OR LOSS, INCLUDING
WITHOUT LIMITATION, LOSS OF PROFITS, LOSS OF OPPORTUNITIES, BUSINESS INTERRUPTION AND LOSS OF DATA, AND
(2) DISCLAIMS ANY AND ALL EXPRESS OR IMPLIED WARRANTIES AND CONDITIONS RELATED TO SALE, USE OF PRODUCT,
OR INFORMATION, INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, ACCURACY OF INFORMATION, OR NONINFRINGEMENT.

•

Do not use or otherwise make available Product or related software or technology for any military purposes, including without
limitation, for the design, development, use, stockpiling or manufacturing of nuclear, chemical, or biological weapons or missile
technology products (mass destruction weapons). Product and related software and technology may be controlled under the
applicable export laws and regulations including, without limitation, the Japanese Foreign Exchange and Foreign Trade Law and
the U.S. Export Administration Regulations. Export and re-export of Product or related software or technology are strictly
prohibited except in compliance with all applicable export laws and regulations.

•

Please contact your TOSHIBA sales representative for details as to environmental matters such as the RoHS compatibility of
Product. Please use Product in compliance with all applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive. TOSHIBA ASSUMES NO LIABILITY FOR DAMAGES
OR LOSSES OCCURRING AS A RESULT OF NONCOMPLIANCE WITH APPLICABLE LAWS AND REGULATIONS.

Copyright 2019 © TOSHIBA ELECTRONICS EUROPE GMBH, All Rights Reserved.

